BB2G

BORN BETWEEN 2 GENERALS

EDUCATION RESILIENCE COMMAND - 50 STATES + D.C.

48 MILLION STUDENTS.
ONE STOLEN
PASSWORD AWAY.

A child's school record holds a home address, birth date, health notes, discipline,
parents' names and sometimes a Social Security number, and it follows them for
life. Most of it now sits with a handful of vendors. This briefing maps where student
data is exposed in every state and shows how BB2G secures it.
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EXECUTIVE SUMMARY

WHERE STUDENT RECORDS ARE AT STAKE

States are shaded by public K-12 enrollment. Each glow is a documented ransomware attack, breach or vendor

EDUCATION MAP

exposure; red marks incidents where student or staff personal data was exposed.

48.5M

Public K-12 students, 2024-25

~62M

Students in the PowerSchool
breach, from one stolen password

15

School data incidents documented
across 12 jurisdictions

9,300

Confirmed K-12 cyber incidents,
July 2023 - Dec. 2024 (CIS)

I pyhlic K-12 students

838,777+ 1,332,680+ Hot spot

< 166,159 166,159+ 493,345+ @® Personal data exposed

NCES Common Core of Data - sourced record

[ Priority region

Comparitech -

Vendors are the soft spot

PowerSchool and Canvas each touched tens
of millions of students through a single
vendor login.

Small districts, big damage

Jerome, Idaho, and Denmark, Wisconsin, lost
days of school; Bellflower, California, leaked
Social Security numbers.
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The priority region

Minneapolis and Spring Lake Park,
Minnesota, and five PowerSchool districts in
Wisconsin show the Upper Midwest's
exposure.
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LATEST - 2025 - 2026

WHAT’'S HAPPENING TO STUDENT DATA

National breaches and recent district attacks, newest first.

NATIONAL AND VENDORS

m May 2026 - national

Canvas attack hits thousands of schools

ShinyHunters breached Instructure's Canvas, used by about 30
million people, and claimed 275 million records from about 9,000
institutions. Instructure struck a deal with the hackers to return the
data; it was the company's second breach in a year.

EdSurge

m Oct 2026 - national
Education ransomware jumps 54% in the third quarter

Comparitech counted 77 education ransomware attacks in Q3 2026,
31 of themin the U.S., up 182% from the prior quarter. The median
ransom demand was $510,000.

Comparitech

PERSONAL DATA EXPOSED

€ sep 2026 - Springfield, MA

Interlock claims Springfield Public Schools data

The group claimed student names, ID numbers, grade levels, home
addresses, phone numbers, ethnicity and medical information for a
district of about 23,500 students.

DeXpose

m Mar 2026 - Hanover County, VA

Hanover County Public Schools confirms breach after
attempted ransomware

An intruder got into the network and tried to deploy ransomware,

potentially exposing student and staff personal information.

BeyondMachines

RANSOMWARE AND OUTAGES

€ED oct 2026 - Jerome, 1D

Ransomware closes Jerome schools for two days
Teachers saw ransom notes on their screens. The district refused to
pay on FBI advice, reopened with paper lessons, and the attackers
threatened to publish data taken from local machines.

GovTech
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Jan 2025 - national

PowerSchool: one stolen password, about 62 million
students

An attacker used a single compromised credential on PowerSchool's
support portal, which lacked multifactor authentication, to export
student and teacher tables: about 62 million students and 9.5 million
educators. PowerSchool paid a ransom.

BleepingComputer

Mar 2025 - national

K-12 groups saw 9,300 confirmed incidents in 18
months

The Center for Internet Security recorded 14,000 security events and
9,300 confirmed incidents across more than 5,000 K-12 organizations
from July 2023 to December 2024; 82% reported impacts.

Stingrai (CIS MS-ISAC)

€ oun 2026 - Bellflower, CA

Bellflower Unified notifies 22,802 people after Social
Security numbers leak

Rhysida claimed the August 2025 attack and demanded about $1.15
million. Historical student, parent and employee data, including
Social Security numbers, was affected.

Comparitech

€ED san 2026 - Portland, ME
Portland Public Schools notifies 12,128 people

Maine's largest district found that names, Social Security numbers
and financial account details may have been exposed.

ClaimDepot

€ED sep 2026 - Spokane, WA
NightSpire ransomware hits Spokane Public Schools

Spokane Public Schools was one of 31 U.S. education ransomware
attacks Comparitech counted in the third quarter of 2026.

Comparitech
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@ Sep 2026 - Llano, TX
Qilin ransomware claims Llano ISD

Llano Independent School District was listed by the Qilin group in
September 2026.

Comparitech

€ED sep 2026 - Rutland County, VT

Kairos ransomware claims Slate Valley Unified School
District

The Slate Valley district was claimed by the Kairos group in
September 2026.

Comparitech

@& Apr 2026 - Spring Lake Park, MN
Ransomware cancels classes at Spring Lake Park
Schools

The district shut down its technology systems to contain the attack,
canceling classes and activities.

UpGuard
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w Sep 2026 - North Slope Borough, AK

INC ransomware claims North Slope Borough School
District

The Arctic district was among the K-12 ransomware attacks claimed
in September 2026.

Comparitech

€= st 2026 -

Qilin ransomware claims Newton County Schools

Covington, GA

Newton County Schools was claimed by the Qilin group in July 2026.

Comparitech

€& var 2026 -

Denmark School District offline for a week

Brown County, WI

The district lost internet access for five school days; the INC Ransom
group claimed it encrypted about 71 GB of data.

Pulse
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THE AUDIT

STUDENT AND STAFF RECORDS

FIND EVERY COPY OF EVERY CHILD'S RECORD

The audit follows student data from the classroom to every system and vendor that holds it, and asks who can

reach it and how fast it comes back after an attack.

48.5M

Public K-12 students

WHAT GETS AUDITED

STUDENT INFORMATION SYSTEMS
Enrollment, grades, attendance, health and
discipline. Who hosts it, who has admin
access, and whether support logins require
multifactor authentication.

SPECIAL EDUCATION AND HEALTH

IEPs, counseling notes and nurse records, the

most sensitive files in a district.

116

U.S. districts hit by ransomware in 2024
(Emsisoft)

LEARNING PLATFORMS

Canvas, Google, Microsoft and apps. What
student data each one keeps, and for how

long.

STAFF AND PAYROLL

Social Security numbers, bank accounts and
background checks for every employee.
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$550K

Cost per day of a fully encrypted district
(Comparitech)

TESTING AND TIP LINES

Test vendors and anonymous safety-tip
services that hold sensitive reports about
children.

BACKUPS AND RECOVERY

Offline backups, restore tests and how many
school days an attack would cost.
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THE FIX

EDUCATION RESILIENCE COMMAND

LOCK THE VENDORS, KEEP THE BACKUPS, KEEP

SCHOOL OPEN

Most districts can't staff a security team. BB2G gives every district the same protections and a plan to keep

teaching through an attack.

o Vendor map

Every vendor holding student data listed,
with what it holds and its contract terms.

° Offline backups

Immutable backups tested each term, so a
district restores instead of paying.

CONNECTED COMMANDS

FAFO APEX INTEL WORKBENCH

Cross-checks vendor, breach and dark-web
data for every district.

CHILD AND FAMILY SERVICES

School records for children in foster care,
protected and shared lawfully.

@ Multifactor everywhere

No admin or support login without
multifactor authentication, including
vendors'.

@ Teach throughit

A paper-and-offline plan so school stays open
during an outage.

DATA RESILIENCE COMMAND

Where student data is stored, sold and
shared.

THE SHIELD PROJECT

Prevention lessons for students, parents and
educators.

° Keep less data

Old student and staff records purged on
schedule; Social Security numbers removed
where not required.

@ Family notice

Parents told quickly and plainly, with credit
freezes for children when needed.

CYBER RESILIENCE COMMAND

Ransomware response and recovery.

VITAL RECORDS

Birth records and Social Security numbers
that schools collect.

A CHILD’S RECORD IS FOR LIFE An adult can change a password. A child can't change a birth date or a Social Security number.

Student data is kept as little and as safely as possible.
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WHY DISTRICTS GET HIT

FROM ONE LOGIN TO EVERY STUDENT, TWENTY
LINKS

A district depends on staff, vendors, logins, patches, backups and notices. At 95% per link, the chain holds only
36% of the time

CHAIN 95% PER STEP, NO 99% PER STEP, NO 95% PER STEP, BB2G 99% PER STEP, BB2G
LENGTH CHECKS CHECKS CHECKS CHECKS
10 steps 59.9% 90.4% 99.5% 99.90%
20 steps 35.8% 81.8% 99.0% 99.80%
50 steps 7.7% 60.5% 97.5% 99.50%
100 steps 0.6% 36.6% 95.1% 99.00%
200 steps 0.0% 13.4% 90.5% 98.02%

Chance the chain finishes with no undetected error. With BB2G, every link has a check that catches 99% of failures and alerts a named person.

A DISTRICT'S DATA CHAIN - GOLD STEPS ARE BB2G CHECKS

Enrollment Student information system Vendor support portal Admin logins Multifactor required
Learning platform Test vendor Health and IEP files Staff payroll Old records purged Email and phishing Patches Network
Offline backup tested Incident response Family notice Credit freeze help Dark-web check Next term

ONE VENDOR LOGIN SHOULDN'T OPEN EVERY SCHOOL PowerSchool showed one stolen password can reach tens of

millions of students. Every vendor login is protected and watched.
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STUDENT DATA PATHWAY

HOW A SCHOOL RECORD ENDS UP FOR SALE

How student data leaks, and the steps that stop it.

HOW ATTACKERS GET 1IN WHAT THEY TAKE HARM

Stolen vendor logins Student information systems Identity theft
Children's credit opened for years

Phishing staff Health and IEP files

Lost school days

Closures and paper lessons
Unpatched servers Staff Social Security numbers

Ransom
No multifactor Parent contacts Hundreds of thousands per attack
Third-party apps Safety tips Exposure

Health and discipline records leaked

BREAKPOINTS m Keep less data Offline backups Teach-through plan Family notice
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NATIONAL RANKINGS

HOW EVERY STATE COMPARES

Rank 1 has the most public K-12 students (2024-25). Priority region shaded.

RANK JURISDICTION REGION STUDENTS PER 100 INCIDENTS
1 California West 5,655,008 14.4 2
2 Texas South 5,513,787 17.4 1
3 Florida South 2,829,746 12.1 0
4 New York Northeast 2,512,096 12.6 0
5 Iinois Midwest 1,847,081 14.5 0
6 Georgia South 1,728,737 15.3 1
7 Ohio Midwest 1,629,418 13.7 0
8 Pennsylvania Northeast 1,602,969 12.3 0
9 North Carolina South 1,541,108 13.8 0
10 New Jersey Northeast 1,358,988 14.2 0
11 Michigan Midwest 1,332,680 13.2 0
12 Virginia South 1,254,219 14.1 1
13 Arizona West 1,079,631 14.2 0
14 Washington West 1,075,639 13.4 1
15 Indiana Midwest 1,012,051 14.5 0
16 Tennessee South 994,607 13.6 0
17 Massachusetts Northeast 915,097 12.8 1
18 Maryland South 892,734 14.2 0
19 Missouri Midwest 878,986 14.0 0
20 Minnesota Midwest 865,278 14.8 2
21 Colorado West 838,777 14.0 0
22 Wisconsin Midwest 799,087 13.4 2
23 South Carolina South 788,349 14.2 0
24 Alabama South 732,421 14.1 0
25 Utah West 666,203 18.8 0
26 Louisiana South 664,665 14.4 0
27 Oklahoma South 663,844 16.1 0
28 Kentucky South 648,374 14.1 0
29 Oregon West 516,954 12.1 0
30 lowa Midwest 495,654 ISR 0

BB2G - Born Between 2 Generals, LLC - Education Resilience Briefing - Updated Nov. 15, 2026 9/17



JURISDICTION REGION STUDENTS PER 100 INCIDENTS

31 Connecticut Northeast 493,345 13.4 0
32 Arkansas South 484,041 15,5 0
33 Nevada West 467,812 14.3 0
34 Kansas Midwest 464,227 15.6 0
35 Mississippi South 436,862 14.8 0
36 Nebraska Midwest 332,175 16.5 0
37 Idaho West 317,962 15.7 1
38 New Mexico West 307,733 14.5 0
39 West Virginia South 242,546 13.7 0
40 Hawaii West 167,071 11.7 0
41 Maine Northeast 166,159 11.7 1
42 New Hampshire Northeast 165,905 11.7 0
43 South Dakota Midwest 147,303 15.8 0
44 Montana West 146,846 12.8 0
45 Delaware South 142,156 13.4 0
46 Rhode Island Northeast 134,505 12.1 0
47 North Dakota Midwest 123,741 15.5 0
48 Alaska West 122,675 16.6 1
49 District of Columbia South 94,019 13.6 0
50 Wyoming West 90,473 15.4 0
51 Vermont Northeast 78,465 12.2 1
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RECORD

RANSOMWARE, BREACHES AND VENDOR EXPOSURES

Documented attacks on school districts and their vendors, newest first, each linked to its source. No student is

named.

DATE

2026

Oct

Sep

Sep

Sep

Sep

Sep

Jul

Jun

Apr

Mar

Mar

Jan

2026

2026

2026

2026

2026

2026

2026

2026

2026

2026

2026

2026

JURISDICTION

m Jerome, ID

m Springfield,
MA

@ Spokane,
WA

m Llano, TX

m North Slope
Borough, AK

m Rutland

County, VT

m Covington,

GA

(=D selifiower,

CA

m Spring Lake
Park, MN

m Hanover

County, VA

=D Brown

County, WI

m Portland,

ME

2023 - NOV. 2026

WHAT HAPPENED

Ransomware closes Jerome schools for two days

Teachers saw ransom notes on their screens. The district refused to pay on FBI advice,
reopened with paper lessons, and the attackers threatened to publish data taken from
local machines.

Interlock claims Springfield Public Schools data
The group claimed student names, ID numbers, grade levels, home addresses, phone
numbers, ethnicity and medical information for a district of about 23,500 students.

NightSpire ransomware hits Spokane Public Schools

Spokane Public Schools was one of 31 U.S. education ransomware attacks Comparitech
counted in the third quarter of 2026.

Qilin ransomware claims Llano ISD
Llano Independent School District was listed by the Qilin group in September 2026.

INC ransomware claims North Slope Borough School District
The Arctic district was among the K-12 ransomware attacks claimed in September 2026.

Kairos ransomware claims Slate Valley Unified School District
The Slate Valley district was claimed by the Kairos group in September 2026.

Qilin ransomware claims Newton County Schools
Newton County Schools was claimed by the Qilin group in July 2026.

Bellflower Unified notifies 22,802 people after Social Security numbers leak

Rhysida claimed the August 2025 attack and demanded about $1.15 million. Historical
student, parent and employee data, including Social Security numbers, was affected.

Ransomware cancels classes at Spring Lake Park Schools
The district shut down its technology systems to contain the attack, canceling classes
and activities.

Hanover County Public Schools confirms breach after attempted
ransomware

An intruder got into the network and tried to deploy ransomware, potentially exposing
student and staff personal information.

Denmark School District offline for a week
The district lost internet access for five school days; the INC Ransom group claimed it
encrypted about 71 GB of data.

Portland Public Schools notifies 12,128 people
Maine's largest district found that names, Social Security numbers and financial account
details may have been exposed.
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SCALE - SOURCE

2 days closed
GovTech

~23,500 students
DeXpose

Q3 2026
Comparitech

Q3 2026

Comparitech

Q3 2026
Comparitech

Q3 2026
Comparitech

Q3 2026
Comparitech

22,802 people
Comparitech

Classes canceled
UpGuard

Students and staff
BeyondMachines

5 school days
Pulse

12,128 people
ClaimDepot
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JURISDICTION WHAT HAPPENED SCALE - SOURCE

2025
Jan 2025 De Pere, WI PowerSchool breach reaches Wisconsin districts 5+ districts
West De Pere, Howard-Suamico, Reedsville, Superior and Verona sent notices; data WPR
included names, addresses, demographics, parent contacts and, in some cases, Social
Security numbers.
2024
Jun 2024  LosAngeles, CA LAUSD records listed for sale after vendor exposure 26M records claimed
A dark-web listing claimed more than 26 million student records and 24,000 teacher ?;i”g’"gi -
records tied to a Snowflake-hosted vendor. 74)3 evcoop, ¢
2023
Sep 2023  Minneapolis, MN Minneapolis Public Schools notifies 105,617 people 105,617 people
Medusa published about 300,000 files, including Social Security numbers, after the Stingrai (The 74,

_— s The R d
district refused a $1 million demand. e Record)
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JURISDICTION PROFILES - 50 STATES + D.C.

EVERY STATE, ON ONE PAGE

Public K-12 enrollment, students as a share of residents, and every documented incident in each jurisdiction.

ALABAMA AL - south
732,421 14.1
STUDENTS PER 100

ALASKA Ak - west

122,675 16.6

STUDENTS PER 100

Sep 2026 m INC ransomware claims North Slope Borough School
District. Comparitech

ARIZONA 177 - West

1,079,631 14.2
STUDENTS PER 100
ARKANSAS #r - south
484,041 15.5
STUDENTS PER 100
CALIFORNIA ch - tiest
5,655,008 14.4
STUDENTS PER 100

Jun 2026 m Bellflower Unified notifies 22,802 people after Social
Security numbers leak. Comparitech

Jun 2024 LAUSD records listed for sale after vendor exposure. Stingrai
(StateScoop, The 74)

COLORADO co - est
838,777 14.0
STUDENTS PER 100
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CONNECT]CUT CT - Northeast

493,345 13.4

STUDENTS PER 100

DELAWARE bt - south

142,156 13.4

STUDENTS PER 100

DISTRICT OF COLUMBIA o¢ -

South
94,019 13.6
STUDENTS PER 100

FLORIDA FL - south

2,829,746 12.1

STUDENTS PER 100

GEORGIA 6 - south

1,728,737 15.3

STUDENTS PER 100

#31 of 51

#45 of 51

#49 of 51

#6 of 51

Jul 2026 m Qilin ransomware claims Newton County Schools.

Comparitech

HAWAII H1 - west

167,071 11.7

STUDENTS PER 100

#40 of 51
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IDAHO 10 - west

317,962

STUDENTS

15.7

PER 100

#37 of 51

Oct 2026 m Ransomware closes Jerome schools for two days.

GovTech

ILLINO[S IL - Midwest

1,847,081

STUDENTS

14.5

PER 100

INDIANA IN - Midwest

1,012,051

STUDENTS

IOWA 12 - midwest -

495, 654

STUDENTS

14.5

PER 100

Priority

15.3

PER 100

l(ANSAS KS - Midwest - Priority

464,227

STUDENTS

KENTUCKY «y -

648,374

STUDENTS

LOUISIANA 1 -

664,665

STUDENTS

15.6

PER 100

South

14.1

PER 100

South

14.4

PER 100

#5 of 51

#15 of 51

#30 of 51

#34 of 51

#28 of 51

#26 of 51
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MA[NE ME - Northeast

166,159 11.7

STUDENTS PER 100

#41 of 51

| Jan 2026 m Portland Public Schools notifies 12,128 people.

ClaimDepot

MARYLAND o - south

892,734 14.2

STUDENTS PER 100

MASSACHUSETTS #a -

915,097 12.8

STUDENTS PER 100

#18 of 51

#17 of 51

Sep 2026 m Interlock claims Springfield Public Schools data.

DeXpose

M[CH[GAN MI - Midwest

1,332,680 13.2

STUDENTS PER 100

M[NNESOTA MN - Midwest

865,278 14.8

STUDENTS PER 100

#11 of 51

#20 of 51

Apr 2026 m Ransomware cancels classes at Spring Lake Park

Schools. UpGuard

| Sep 2023 Minneapolis Public Schools notifies 105,617 people. Stingrai

(The 74, The Record)

MISSISSIPPI s - south

436,862 14.8

STUDENTS PER 100

MISSOURI 1o - Midwest

878,986 14.0

STUDENTS PER 100

#35 of 51

#19 of 51
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MONTANA #7 - west

146,846 12.8

STUDENTS PER 100

NEBRASKA NE - Midwest - Priority

55275 16.5

STUDENTS PER 100

NEVADA wv - west

467,812 14.3

STUDENTS PER 100

NEW HAMPSHIRE NH - Northeast

165,905 11.7

STUDENTS PER 100

NEW JERSEY 3 - Northeast

1,358,988 14.2

STUDENTS PER 100

NEW MEXICO v - west

307,733 14.5

STUDENTS PER 100

NEW YOR]( NY - Northeast

2,512,096 12.6

STUDENTS PER 100

NORTH CAROLINA ¢ - south

1,541,108 13.8

STUDENTS PER 100

#44 of 51

#36 of 51

#33 of 51

#42 of 51

#10 of 51

#38 of 51

#4 of 51

#9 of 51
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NORTH DAKOTA o - vidwest

123,741 15.5

STUDENTS PER 100

OHIO o+ - Hidwest

1,629,418 13.7

STUDENTS PER 100

OKLAHOMA ok - south

663,844 16.1

STUDENTS PER 100

OREGON or - west

516,954 12.1

STUDENTS PER 100

PENNSYLVANIA Pa - Northeast

1,602,969 12.3

STUDENTS PER 100

RHODE ISLAND RI - Northeast

134,505 12.1

STUDENTS PER 100

SOUTH CAROLINA sc - south

788,349 14.2

STUDENTS PER 100

SOUTH DAKOTA sb - midwest -

Priority
147,303 15.8
STUDENTS PER 100

#47 of 51

#27 of 51

#29 of 51

#8 of 51

#46 of 51

#23 of 51

#43 of 51
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TENNESSEE 1 - south WASHINGTON A - yest

994,607 13.6 1,075,639 13.4

STUDENTS PER 100 STUDENTS PER 100

Sep 2026 m NightSpire ransomware hits Spokane Public Schools.
Comparitech

TEXAS 7x - south #2 of 51

5,513,787 17.4 WEST VIRGINIA w - south #39 of 51
STUDENTS PER 100
242,546 13.7
S 2026 ili laims Ll ISD. C itech
ep m Qilin ransomware claims Llano omparitec CTUDENTS DER 100
UTAH o7 - nest
WISCONSIN ur - midwest
666,203 18.8
STUDENTS PER 100 799,087 13.4
STUDENTS PER 100
Mar 2026 m Denmark School District offline for a week. Pulse
VERMONT VT - Northeast | Jan 2025 PowerSchool breach reaches Wisconsin districts. WPR
78,465 12.2
STUDENTS PER 100 WYOMING WY - West - Priority
Sep 2026 m Kairos ransomware claims Slate Valley Unified School
S ! 90,473 15.4
District. Comparitech
STUDENTS PER 100

VIRGINIA va - south

1,254,219 14.1

STUDENTS PER 100

Mar 2026 m Hanover County Public Schools confirms breach after
attempted ransomware. BeyondMachines
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ENGAGEMENT PLAN

FROM EXPOSED RECORDS TO PROTECTED STUDENTS

Start with the vendors, then lock down every district.

PHASE 1 90 DAYS PHASE 2 - 2027 PHASE 3 - 2027 - 2028

AUDIT PILOT SCALE

e Vendor and data map for one state's e Multifactor and offline backupsina e Statewide vendor standards.
districts. pilot region. e Records purge schedule in every

Multifactor and backup check for every
district.

Read-only; no student data leaves the
district.

Teach-through plans and family notice
templates.

Vendor contract standards for student
data.

district.

e Same standards in every state.

DECISION REQUESTED

Authorize a student-data vendor audit for one state's school districts.

BBIG

SOURCES
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